MAYURESH CHAUBAL
INFORMATION SECURITY OFFICER

Mumbai, Maharashtra | +91 7021524797 |
mayureshchaubal57@gmail.com | https://linkedin.com/in/mayuresh-chaubal

SUMMARY

Aspiring Information Security professional with hands-on experience in security assessments,
vulnerability management, and risk analysis, with a strong focus on implementing ISO/IEC 27001
concepts, including ISMS design, risk assessment, control selection, and compliance-driven security
practices.

PROFESSIONAL EXPERIENCE

Information Security Officer, Austrange Solutions Nov 2025 — Present

Internship | Mumbai, Maharashtra | Hybrid

e Conducted OWASP Top 10-based web security assessments to identify application vulnerabilities.
o Assisted with risk analysis and remediation recommendations for security findings.

e Developing an ISO/IEC 27001 aligned ISMS framework to support compliance readiness.

o Built a custom Python vulnerability scanner to automate web security checks.

Information Security Consultant, Quasar CyberTech March 2025 — June 2025

Internship | Nashik, Maharashtra | Remote

e Conducted manual web application security assessments aligned with OWASP WSTG.

e Developed custom CLI tools to automate Clickjacking detection, Google Dorking, and HTTP security
header misconfigurations scanning.

o Used custom scripts and tailored Nessus profiles to improve testing depth and accuracy.

EDUCATION

Bachelor of Science in Information Technology & June 2023 — April 2026
Data Science

Chetana’s H.S. College, Mumbai, Maharashtra.

Higher Secondary Certificate June 2021 — April 2023
S.A. Podar Junior College, Mumbai, Maharashtra.

SKILLS

Burp Suite Nessus SQL injection Packet Analysis
Metasploit Nmap Python API Testing
Caido ZAProxy Bash Linux
ADDITIONAL INFORMATION

e Languages: English, Marathi, Hindi, Spanish, Japanese

o Certificates: ISO 27001 Lead Auditor (Mastermind), Ethical Hacker (CISCO), Jr.
Penetration Tester (THM), VAPT (Alison)

o Awards/Activities: 2x National level CTF participant (Top 25)
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